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Mercury News Wasl^ 



q:: tiine^ when eoriiputer nisfer^ pass £u^Eni^ 



I . dogs identifiefd a neW f vinis J _ 
1 tiiLs week thatliifil^qpeiad^l^^^ DD 
pi as an innocnious buiuiv^^M 
I ^;digrtal photos -b^^ ai?ttia%^ 
r plairts a tiihe; bomb ; ths^ will 
f :erase ,the computer's hard " 
f driveimJaa,l,2(K^b^ v 
^ Beciause: that's!^ 

^ date liiat the v f - - 

;^ pected tp cause niany c6n4>ut- Viriis fight^^ 

>. er systenis to crash, the virus 

i migkfool users irtob^ 
i they hayei aYSKprbbl^ i ...i^...:::;^ 
Virus p^tMs;^e:^(^ m^ 
viruses linked-'' to^^^^^^l^ 




|: emerge as Jaa 1 approaches, linked to Y2k 

l^ and th^ are once again jbeg-i .....««.;..^. ...:».k 

ging cornpufer users to avoid to emeise 
^ opening v venmailed V at^^ ' 

; . iment^>'':' > ; ' " v:!- '^.V'' Jaili 1 " ■ ' 

^"?\^te:idUng pe^ tie: 
|: v^iy^ 

" inas <anis," saidrSaipvA^ ; - / : 
^1 viiiis export^dlh^^ -'v v- 

sodates May based in Santa 
TlieM5i)i<swonn,astiu^ 



^ a.. Meiid or associate Jhat^^ s^ sbine pM 

I tiuesforyou!"''-^ .■ • 

Opening the attached ffle, Pics4You;exe, wiU iit 



See ymUSES, Page 3p\ 
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■ VIRUSES 

frtmtPagelC \ \ ■ 

tempt to mail ifself to 50 people it^ 
finds in your Mcrosoft Outlook e- 
inail address book. It wiU^^^a^ 
change ttie home pa^e of your Mi- 
crosoft Internet E2q)lorer> Web 
browser to aporriograpWc site: 

llie real daxnagfc occurs Jan- i, 
when the virus will change flie com- 
puter's most basic software' itdi^ 
tempt to erase the hard drive. ; ; ^ , , 

Hie increasing ftequenpy of alerts 
relating to things like efeetrpnic vi- : 
ruses is prompting renewed caDs for 
safe Gompiiting, but few e:^)erts ex- 
pect users to change their tiSbitsi 

"It would be great if everybody 
. followed the Me: Never open einail 
attachments if you: can he^p it," said 
Carey Nadienberg, chief reseat 
\ at Symantec's anti-viral, research 
center. "But I don't tJunk th^r wilL" 

In general, just looking at m 
ted entnail am't hiirt; users h^ 
do something else to activate the yi- : 

and infect their sysfceiariypical- 
ly, a virus comes 'as an iattachment to 
e^tiail, such.as a document.that can 
" be riead only vifith a word proce^ 
likeMk*r6softWo^ ^ > ^ ; ^ 

Clicking on tife attachment to ■ 
read the document can infect the us- 
er's rnachine with aiiyvinK that ' 
lurking on the sendees rosu^ 4 
virus is dangerous because it pan al- * 
ter or destroy data. ? ^ ^ 

Until recently, es?)erts aiivised us-: 
ers to anq)ly avoid opening attach- 
ments sent by people they &Xii, 
know. Unfortunately, the ihost trou- . 
biesome viruses today spread by 
fooling people into believing the 
. document was sentby a Mend. 

For instance, Myi>ics attempts to 
mail copies of itsielf to anyoi^e in the 
user's einail addr^ book. Ar^yone 
receiving such' a inissiTO fcon^iS^ 
their brother,^inight ppien lhat air 
tachiner*t without thinldng about it 

Most software vraidors are aware 
of the problem and take steps to get 
around it For instancej Blue Moun- 
tairi Arts, a purv^or of electroruc 
greeting cards, doesntjseyid tiie card 
via einail, just a Web address, which 
can; be accessed thou^ any brows- 
er. • - 

Jaied R Schutz, the con^)any's ex- 
ecutive director, said thalfs the only 
way to be safe. "I would hi^ily rec- 
orhmend that people avoid opening 
attached files, even from people that 
they know;* he said 



A computer virus foffiiristmas 

Many computer viruses travel as innocent-looking files atteched to 
electronic mail. With the holiday season upon us, people often e-mail 
electronic greetings and photographs to fri nds and l^mily memoers, 
but not every file that comes with an e-mali is safe.This year poses 
special hazards, according to anti-virus xperts, because many virus 
vvriters may use theY2K bug to hide their mischielThis week, anti- 
virus companies detected a new virus, named Mypics. that could 
erase a computer's hard drive on Jan. 1. 

1 WORM ARRIVES 
Yett get an e-mail wHh an 
^ettmeht named Pfcs4You.exB 
sawng, **Hm's sompictum for 



2 WORM REPRODUCES 
If you open the attachtnfint, tjie wonn 
- ; vwy seim itsetf to 50 people in your 
Microsoft Outlook address book. It 
also changes the home f«se of your 
Microsoft Intemft Explorer browser 
t0.a pornographic site. 





3 WO RM WATTS 
Oij Jan: 1, 2000,1hewonn wU ovenwrite 
Icey system data. The user will see an 
ipparent^-^relatedefforwhen, 
M%ig up the computer. The wonn will 
5^^^estroy all data on the hard driyel 



HOW TO PROTECT yOURSELF^^^?^^ ; i • ; 

Avoid opening attachments to«-iiiaH If possible. H you want tiie attochment 
call the sender arid verify its contents before opening It Update 
protection software weekly and useit to scan attachments. Back up cntical 
i data regularly. J/''^:,, l'^' ' : / 
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Sk>urce: Symantec Corp. . - ' — 

Tliaifs the standard advice, but noK- ^ 
body ;expects attachments to dissp- : : 
''pear tomorrow, despite the want , 

ings. \ . ' 

' "I can't tell you Aether we've stin 
got a lot ot people who jiist haweti't. : 
gotten the message — newbies — or 
whether itfs people yAio, should 
know better but do it anyway," said 
; Sandra S^ks, director of the ESier- ; 
gy Departments Coii^mteElncidrait 
Advisory Capability, ^v^A W 
ensure the secun^ ,of gcwemment : 
con^rater systems] "Ma^tie its tWe 
same kind of tl^ng that happens with 
people who dori't wear a seat belt" 

Although uiany corporations scan 
all incoming e-maS and destroy any 
knowh virus before itfsxlelivered ire 
to ah eii[q)lpyee's mailbox, very few . 
' Ihtemet service providers offer such' 
afeatilnre, largely because examining 
every single data packet tiiat flows 
into the pq)es can slow service. 
So for now^ anti-virus protectioii 
, is largely the responsibility of indi-' 
viduals. \ 

To protect against.all virusesi ex- 
perts s£^ virus protection software 
should be updated weeldy. . 
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Ajttachments gerierally shoiiid be ] 
avoided. If you receive an attach- ; 
■ meht -tiMt you waht, contact the. 
sender and ask if it wag deliberately j 
sa[it If posiable, askthat the infor- ; 
inatioii in^^ t^^ attachment be copied j 
suad pasted* into a plain email file ; 
arid resettt, or po^ed on a Web page. 
. If thatfsnotpossibieandyoumust'^ 
open Ihe attachment, raiake sure itfs^ 
. scann^ first with ah i^djSed anti-vi- ; 
ial prograia : , , 

Even with such, precautions, itrs j 
still possible for a new, fast-moving 
A virus to get throu^ your defeifees. ' 
The only real protection users have ^ 
is to legulady make copies of the dar 
ta on their hard driva ; 

.**Back up your fcrilical stuff at { 
least once a week," said Sjparks. *1 ; 
' know thaf s annoying, and I know it 
takes time. But con^>aie th^ j 
amount , of time va flie amount of ; 
time you*d sp«id trying to rebuild | 
; your system, or your comparer, and \ 
thafs a veiy small investment" 

Contact I)avid Wite(W at W 
SSS-mOarot 
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